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Publication Information

ORC Insights are free educational publications created to remove confusion, create clarity, and make complex
professional subjects easier to understand.

PURPOSE

Help readers distinguish the responsibilities of IT audit, technology-risk management and oversight,
cybersecurity operations, board and management oversight, and independent assurance.

Educational boundary

This publication provides general educational information. It does not assess any particular organization,
recommend a governance structure, interpret a law or regulatory requirement, or create a consultant-client,
attorney-client, audit-client, or other professional relationship.

Evidence standard

The cited IIA and NIST sources were revalidated for publication on August 12, 2026. Readers should check
current official sources before relying on standards or guidance because they can change.
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Before You Begin

Technology teams, risk functions, cybersecurity teams, internal auditors, executives, and boards may all discuss
the same system, vulnerability, control, or incident. That shared subject does not mean they have the same
responsibility.

You may be wondering

e |s IT audit the same as technology-risk oversight?

¢ Does a cybersecurity team own cyber risk, cybersecurity controls, or both?

¢ Why can first, second, and third line teams review the same issue?

e What makes review and challenge different from independent audit assurance?

¢ Who should make the decision, who should operate the control, and who should evaluate the result?

IN TWO MINUTES

Operations own and run the business process and its controls. Second-line roles provide specialized support,
monitoring, and challenge. Internal audit independently evaluates whether governance, risk management, and
controls are adequate and effective. Cybersecurity describes a risk domain and set of capabilities; the line
depends on the responsibility being performed, not the word 'cybersecurity' in the title.

At a glance

Primary ]Ob Typlcal "
Cybersecurity Operate capabilities First line Protect systems; detect, respond to, and recover
operations from events
Technology-risk Support, monitor, Usually second Set or interpret risk frameworks; review decisions,
oversight challenge line exposure, and reporting
IT audit Provide independent Third line Evaluate governance, risk management, and

assurance control effectiveness

This mapping is typical, not universal. The IIA's model is principles-based, and organizations may allocate or
combine roles differently. Accountability, transparency, safeguards, and independence matter more than the
department label.
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1. One Risk Ecosystem, Different Jobs

The subject may be the same; the purpose, authority, and independence are different.

A critical software vulnerability can involve a technology owner, security operations, enterprise risk, compliance,
senior management, a board committee, internal audit, and external examiners. Each participant may ask
questions about the same exposure, but each question should serve a different decision.

Four questions separate the roles

1. Who owns the objective and accepts or responds to the risk?

2. Who designs and operates the control that changes the risk?

3. Who monitors and challenges management's risk process?

4. Who independently assures the board that the full system is adequate and effective?

START WITH THE RESPONSIBILITY

A title such as 'cyber risk,' 'technology assurance,' or 'security governance' may not reveal the line. Examine
the function's authority, reporting relationship, decision rights, operational duties, and independence.

Technology risk is broader than cybersecurity

For this guide, technology risk is the umbrella for uncertainty arising from technology and its use. It can include
cybersecurity, availability and resilience, change and release risk, architecture, access, data, third parties, end-
of-life technology, capacity, operations, and technology-enabled business processes. Organizations may use
different taxonomies.

Cybersecurity focuses more specifically on risks to systems, information, services, and stakeholders from cyber
threats and vulnerabilities. NIST CSF 2.0 organizes cybersecurity outcomes under Govern, Identify, Protect,
Detect, Respond, and Recover. Those outcomes can involve many teams and lines.
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2. IT Audit: Independent Assurance

IT audit asks whether technology-related governance, risk management, and controls work as intended.

IT audit applies internal audit's systematic, disciplined, independent, and objective approach to technology-
related subjects. The IIA's Global Internal Audit Standards require internal audit to be appropriately authorized,
positioned independently, overseen by the board, and able to conduct engagement work that supports findings
and conclusions.

IT audit commonly evaluates

e Technology governance, accountability, policies, standards, and reporting.

e System development, change management, acquisition, and implementation.
e Logical access, privileged access, authentication, and segregation of duties.
¢ Vulnerability, patch, configuration, endpoint, network, and cloud controls.

¢ Availability, backup, recovery, resilience, capacity, and incident management.
¢ Data, third-party, architecture, asset, and technology-lifecycle controls.

e The quality of first-line management and second-line oversight.

THE INDEPENDENCE TEST

Internal audit may provide advice, but it should not own management decisions, design controls for
management, operate the control it later audits, or accept risk on management's behalf. Otherwise, self-review
and objectivity concerns arise.

Audit is not the same as continuous management monitoring

An audit engagement normally has a defined objective, scope, criteria, methodology, evidence base, conclusion,
and communication process. Continuous monitoring by management or a second-line function may be more
frequent and closer to day-to-day decisions, but it is not a substitute for the independent systemwide perspective
internal audit provides.
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3. Technology Risk: Management and Oversight

Risk management turns uncertainty into decisions, responses, accountability, and monitoring.

NIST describes information-security risk management as an organization-wide process that frames risk,
assesses it, responds to it, and monitors it over time. Technology-risk management extends this logic across the
organization's technology objectives and exposures.

First-line technology-risk management

Technology and business management own objectives and manage the risks created by their processes,
products, systems, vendors, and decisions. They identify exposure, design and operate controls, decide how to
respond within delegated authority, correct deficiencies, and provide accurate reporting.

Second-line technology-risk oversight

Second-line roles provide specialized expertise, frameworks, policy interpretation, aggregation, monitoring, and
challenge. They help management understand risk and test the quality of management's process without taking
over the first line's ownership.

Effective second-line challenge asks

¢ |s the risk clearly defined and connected to an objective or obligation?

e Are the data, scope, population, criteria, and assumptions reliable?

¢ Does the control address the stated risk, and is the evidence sufficient?

¢ |s the residual exposure within approved appetite or tolerance?

e Are exceptions, compensating measures, issue severity, and deadlines credible?
¢ Has the right decision-maker accepted the remaining risk?

THE OWNERSHIP BOUNDARY

Second line may challenge a weak risk decision and escalate it through governance. It should not quietly
become the operator, control owner, or risk acceptor merely because it identified the problem.
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4. Cybersecurity: Operations and Oversight

Cybersecurity is a domain of outcomes and capabilities, not one fixed line.

Cybersecurity operations typically sit close to the technology environment. Teams may manage identity, security
tooling, monitoring, threat detection, incident response, vulnerability remediation coordination, configuration,
security engineering, recovery, and other protective capabilities.

Why the word 'oversight' needs clarification

e Board oversight: sets expectations and oversees strategy, risk appetite, performance, and accountability.

e Management oversight: directs operations, allocates resources, monitors execution, and makes risk
decisions.

e Second-line oversight: supports, monitors, aggregates, and challenges management's risk practices.

e Third-line assurance: independently evaluates governance, risk management, and control effectiveness.

NIST CSF 2.0 places Govern at the center of cybersecurity risk management and treats all six Functions as
concurrent. A security operations center may primarily Detect and Respond, while technology management, risk
teams, executives, and the board contribute to Govern. Internal audit evaluates whether the overall system is
designed and operating effectively; it does not become the incident-response team.

ROLE BEFORE TITLE
A cybersecurity function can contain first-line operators, second-line risk specialists, or both. Internal audit
remains third line when it independently assesses cybersecurity. Document the exact responsibility instead of
assigning the line from the department name.
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5. The Three Lines Model

Three complementary perspectives support reliable governance.

The IIA's 2026 statement describes the model as principles-based and adaptable. It recognizes that
organizational structures differ and that roles may overlap, while requiring clear accountability, transparency,
coordination, and safeguards.

Governing body and senior management

The board sets purpose, risk appetite, and expectations and oversees the pursuit of objectives. Senior
management delegates authority, allocates resources, and establishes accountability. Reliable, balanced
information from multiple sources supports those responsibilities.

First line - management and operations
Owns and manages risk; designs and operates processes and controls; makes decisions; maintains evidence;
reports performance and exposure; remediates deficiencies.

Second line - support and specialized roles

Provides expertise, advice, frameworks, monitoring, challenge, aggregation, and escalation to strengthen risk
management, compliance, and control. Its assurance is generally less independent than internal audit because it
remains part of management.

Third line - internal audit

Provides independent and objective assurance over governance, risk management, compliance, and control
processes, including the work of both first and second line. It may advise without assuming management
responsibility.

INDEPENDENCE DOES NOT REQUIRE ISOLATION

Coordination can reduce duplication and close assurance gaps. Reliance should be deliberate and supported
by competence, objectivity, scope, methods, evidence quality, and transparency about limitations.
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6. Ownership, Oversight, and Assurance

Clear accountability prevents gaps, duplication, and self-review.

Risk owner

The person with authority and accountability to manage a defined risk and make or escalate the response
decision. The risk owner should understand the exposure, control environment, residual risk, decision limits, and
monitoring expectations.

Control owner

The person accountable for the design, implementation, operation, evidence, maintenance, and correction of a
specific control. A control owner may support several risk owners, and a risk may depend on several controls.
Second-line overseer

The person or function that establishes or interprets risk frameworks, reviews the quality of management's
assessment and response, monitors exposure, aggregates information, challenges weak conclusions, and
escalates when necessary.

Internal auditor

The independent evaluator who assesses the adequacy and effectiveness of governance, risk management, and
controls against defined criteria and communicates supported findings and conclusions.

ONE PERSON SHOULD NOT SILENTLY HOLD EVERY ROLE

When staffing or structure causes overlap, the organization should document the arrangement, disclose it to
the appropriate governing body, and establish safeguards against self-review, impaired objectivity, or unclear
risk acceptance.
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7. Evidence-Based Review and Challenge

A strong challenge tests the decision, the data, the control, and the proof.

Review and challenge should be more than disagreement or a request for additional documents. It should
connect the risk statement, criteria, control objective, evidence, conclusion, decision authority, and follow-up
action.

A practical example: critical vulnerability remediation

1. First line identifies affected assets, confirms severity and exploitability, prioritizes remediation, applies
patches or mitigating controls, validates results, documents exceptions, and escalates any residual
exposure to the authorized risk owner.

2. Second line challenges the inventory completeness, risk-rating method, aging, exceptions, compensating
controls, aggregation, appetite alignment, governance reporting, and timeliness of the response.

3. Internal audit independently evaluates whether the vulnerability-management framework, ownership, data,
control design, operating performance, second-line oversight, escalation, and reporting are adequate and
effective over the audited period.

The evidence chain

e Objective: What outcome must be achieved?

¢ Risk: What uncertainty or event can prevent the objective?

e Criteria: What policy, standard, framework, requirement, or approved expectation applies?
e Control: What action modifies the risk?

e Population and scope: Which systems, assets, periods, and exceptions are included?

e Evidence: What reliable information shows design and operation?

e Conclusion: What does the evidence support, and what remains uncertain?

¢ Decision and follow-up: Who acts, by when, and how will completion be verified?

EVIDENCE BEFORE OPINION

A persuasive explanation is not the same as reliable evidence. Strong challenge tests completeness, accuracy,
timeliness, lineage, consistency, relevance, and the decision rights behind the conclusion.
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8. Governance Connects the System

Governance turns separate activities into coordinated accountability.

Governance establishes objectives, authority, appetite, policies, decision thresholds, reporting, escalation,
assurance coverage, and corrective-action expectations. Without those connections, operations may optimize
locally, risk oversight may generate reports without decisions, and audit findings may repeat without durable
remediation.

A connected governance system should answer

¢ Which objectives and stakeholders are affected?

¢ Who owns the risk and who owns each control?

¢ Which decisions require escalation or governing-body attention?

¢ What information is reliable enough for management and the board?

¢ Where do monitoring, challenge, compliance review, and audit coverage overlap or leave gaps?
e How are issues prioritized, funded, corrected, validated, and closed?

e How are emerging risks incorporated into strategy and assurance planning?

The IIA's updated model emphasizes coordination and reliance across assurance and advisory activities. The
purpose is not to erase the lines, but to provide a coherent view while preserving the independence needed for
credible assurance.
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9. Common Misconceptions

Clear language prevents avoidable governance errors.

'Cybersecurity owns all cyber risk.’

Cybersecurity may own important controls or capabilities. Business and technology leaders often own the
objectives and decisions affected by cyber risk.

'Second line is another audit team.'

Second line supports, monitors, and challenges management. Internal audit provides the distinctly independent
third-line perspective.

'Internal audit must avoid all advice.'

Internal audit may advise when safeguards preserve objectivity and it does not assume management
responsibility.

'The lines are departments.'

The model describes responsibilities and relationships. A department name alone does not determine the line.

'More reviews always mean more assurance.'

Duplicated reviews can still leave gaps. Assurance depends on scope, competence, objectivity, evidence quality,
coordination, and clear conclusions.

'A control passing means the risk is acceptable.’

Control performance informs the risk decision; it does not replace the risk owner's assessment of residual
exposure, appetite, and response.

THE SIMPLEST TEST

Ask whether the person is making the decision, operating the control, challenging management, or
independently assuring the board. The answer usually clarifies the responsibility faster than the title.
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10. ORC Insights and Publication Control

ORC Insights provides free educational resources about IT audit, technology-risk management, governance,
internal controls, cybersecurity oversight, regulatory developments, administrative processes, and related
professional topics.

ORC is led by a principal consultant who is a licensed Barrister in Nigeria and a CISA-certified professional with
more than a decade of U.S. financial-services experience, including over five years in internal IT audit and
current industry leadership in second-line cyber and technology-risk oversight.

The founder is not licensed to practice law in North Carolina or any other U.S. state. ORC does not provide U.S.
legal advice or legal representation. The Nigerian legal qualification is professional background only. No current
or former employer sponsors, endorses, or is affiliated with ORC, and ORC's opinions are independent.

USE THE GUIDE AS A STARTING POINT

Organizations should define their own roles, criteria, risk taxonomy, authority, reporting, and assurance model
based on their objectives, size, complexity, laws, regulations, and stakeholder expectations. Seek qualified
professional advice for organization-specific decisions.

Official sources and further reading

Sources revalidated for Version 1.0 on August 12, 2026. Check current official sources before relying on
standards or guidance.

The llIA - Three Lines Model: Assurance and Advice in Support of Effective Governance (2026) - Current principles-
based description of first-line management, second-line support/monitoring/challenge, third-line independent assurance,
board oversight, coordination, and independence.

The llA - Global Internal Audit Standards - Current standards for internal-audit purpose, independence, objectivity,
governance, engagement work, conclusions, and follow-up.

The IIA - Cybersecurity Topical Requirement - Effective February 5, 2026; establishes a minimum baseline for internal-
audit assessment of cybersecurity governance, risk management, and control processes.

NIST Cybersecurity Framework (CSF) 2.0 - High-level cybersecurity outcomes organized under Govern, Identify, Protect,
Detect, Respond, and Recover; the framework does not prescribe one implementation method.

NIST SP 800-39 - Managing Information Security Risk - Organization-wide approach to framing, assessing, responding to,
and monitoring information-security risk as part of broader enterprise risk management.

NIST SP 800-37 Rev. 2 - Risk Management Framework - Structured, flexible process for security and privacy risk, control
selection and implementation, assessment, authorization, continuous monitoring, and accountability.

NIST CSRC Glossary - Control - Primary terminology support for controls as measures, processes, policies, practices,
devices, or other actions that modify risk.

OGBENI RIDWAN CONSULTANCY | We organize to create clarity. | 13


https://csrc.nist.gov/glossary/term/control
https://csrc.nist.gov/pubs/sp/800/37/r2/final
https://csrc.nist.gov/pubs/sp/800/39/final
https://www.nist.gov/publications/nist-cybersecurity-framework-csf-20
https://www.theiia.org/en/standards/2024-standards/topical-requirements/cybersecurity/
https://www.theiia.org/en/standards/2024-standards/global-internal-audit-standards/
https://www.theiia.org/globalassets/site/resources/statements-of-position/tlm_assurance_advice_support_effective_gov_en.pdf

ORC INSIGHTS | IT AUDIT & TECHNOLOGY RISK KNOWLEDGE COLLECTION
ORC-INS-001 | Version 1.0 | Published August 12, 2026

Publication Control

Publication ID ORC-INS-001

Series Orc Insights

Collection It Audit & Technology Risk Knowledge Collection

Version 1.0

Published August 12, 2026

Next review August 2027, or earlier after a material change to the cited standards, frameworks, or ORC scope

Thank you for allowing ORC to be part of your learning journey.

Learn ¢ Organize * Advance
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